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PURPOSE:
This policy is to comply with Public Act 096-0874 of the State of Illinois, cited as the Identity Protection Act.
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1.0
Policy


It is the policy of QuadCom to protect the identity and privacy of all QuadCom officials, officers, staff, agents, current and past employees, and residents and members of the public. QuadCom shall comply with the Illinois Identity Protection Act (“IPA”, 5 ILCS 179/1 et seq.) through implementation of this policy. (5 ILCS 179/35)
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2.1
Pursuant to the IPA, QuadCom’s Freedom of Information Officer(s) shall redact SSNs and private information from documents, including all or any portion of an individual's SSN requested for public inspection and copying of information pursuant to federal or state law, such as the Freedom of Information Act. (5 ILCS 179/15; 5 ILCS 140/2(c-5)) QuadCom shall provide a means to ensure that SSNs collected on QuadCom documents may be readily redacted in the event of a FOIA request.

2.2
Except where expressly permitted, the following actions are prohibited by QuadCom, and it officials, officers, staff, agents, and employees. (5 ILCS 179/10)


a.
To publicly post or publicly display in any manner an individual's SSN.


b.
To print an individual's SSN on any card required for the individual to access products or services provided by QuadCom, unless otherwise required by law. This limitation includes encoding or embedding a SSN in any identification scheme, including, but not limited to, using a bar code, chip, magnetic strip, RFID technology, or other technology, in place of the SSN.


c.
To require an individual to transmit his or her SSN over the internet, unless the connection is secure or the SSN is encrypted.


d.
To print an individual's SSN on any materials that are mailed to the individual through the U.S. Postal Service, any private mail service, electronic mail, or any similar method of delivery, unless state or federal law requires the SSN to be on the document to be mailed.  

The limitation of this sub-paragraph shall not apply to applications and forms sent by mail including, but not limited to:
1).
material mailed in connection with the administration of the Unemployment Act;

2).
material mailed in connection with any tax administered by the Illinois Department of Revenue; and

3).
documents sent as part of an application or enrollment process or to establish, amend, or terminate an account, contract, or policy or to confirm the accuracy of the SSN, as long as the SSN is not printed, in whole or in part, on a postcard or other mailer that does not require an envelope, or that is visible without opening the envelope.

e.
To collect, use or disclose an individual's SSN unless:
1).
required by federal or state law or regulation;

2).
the need and purpose is documented prior to the collection, use or disclosure; and

3).
the collection, use or disclosure is relevant to the documented need and purpose.

f.
To require an individual to use his or her social security number or any portion thereof to access a computer program or Internet website, or to use the social security number or any portion thereof for any purpose other than the purpose for which it was collected.
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3.1
SSN may be disclosed under the following circumstances:
a.
Disclosure to another local government when required by law or regulation, and if documented protections are provided.

b.
Disclosure pursuant to court order, warrant or subpoena.


3.2
SSN may be collected, used or disclosed under the following circumstances:
a.
When collection, use or disclosure is required to ensure the safety of state and local government employees; persons committed to correctional facilities, local jails, and other law-enforcement facilities or retention centers; wards of the state; and all persons working in or visiting a state or local government agency facility.

b.
When collection, use or disclosure is required for internal verification or administrative purposes.

c.
Collection or use to investigate or prevent fraud, to conduct background checks, to collect a debt, to obtain a credit report from a consumer reporting agency under the federal Fair Credit Reporting Act, to undertake any permissible purpose that is enumerated under the federal Gramm Leach Bliley Act, or to locate a missing person, a lost relative, or a person who is due a benefit, such as a pension benefit or an unclaimed property benefit.

seq level0 \h \r0 

seq level1 \h \r0 

seq level2 \h \r0 

seq level3 \h \r0 

seq level4 \h \r0 

seq level5 \h \r0 

seq level6 \h \r0 

seq level7 \h \r0 4.0
Violations 

Anyone violating this policy may be subject to disciplinary action up to termination and/or criminal prosecution as provided by the IPA and law. (5 ILCS 179/45)
5.0
Training

All employees and officials who have access to SSNs in the course of their employment with QuadCom shall undergo approved training on the handling and safeguarding the confidentiality of SSNs.  

(Reference 5 ILCS 179/1, Public Act 096-0874)
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